Product Bulletin
KEYED-MD5SHAITHASH
Ne VV Core iSOC Systems Solutions

General Description

The KEYED-MD5SHAIHASH is a System-On-Chip (1ISOC) solution that implements
RFC-2104 and FIPS-198 HMAC hashing algorithms. This iSOC contains all the modules
necessary to dynamically process multi-block packet lengths of 1460 bytes (up to 24 hash
blocks), Key lengths from 128 to 512 bits, provides the per-block (16 words) and hash (4
wotds for MD5; 5 words for SHA-1), and the controls and interfaces to microprocessors. In
the Outgoing direction, Data is padded then hashed. In the Incoming direction, Data is
stored then hashed on a per block basis and results made available.

Applications
Outgoing Data  [——> Padding/Hashing ——>| Outgoing Data
Micro KEYED-MD5SHA1HASH Micro

Incoming Data <:: Hashing <: Incoming Data

The KEYED-MD5SHA1HASH finds applications in:

e TCP/IP systems
e IPv6 and IPv4 systems
e  Wherever KEYED-MD5 and KEYED-SHAT1 hashing is required

Features
The KEYED-MDS5SHA1HASH’s main features are:

e Hash available alone or together with block (16 + 4/5 = 20/21 wotds)
e Closed loop control: once block is written, functions are performed until completion.
e High Speed operations (>250 Msps; symbol = word = 32 bits)

For more information regarding this product, please contact sales at: 1-514-624-4458 or at
sales2@newcoretech.com

You may also visit NewCore’s web site at: www.newcoretech.com
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